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Abstract: The Personal Health Record (PHR) system is a system that allows
an individual to collect, store and share his/her health-related information.
Such information about the victim during an emergency is critical, especially
when the victim is unconscious. A privacy-preserved user identification
method for a PHR system during an emergency was proposed in this study.
Two cancelable biometrics were used with two fingerprints of the victim to
identify the victim and return the victim’s PHR information. The proposed
method was evaluated against the previously proposed method using a
synthesis fingerprint workload that was created to mimic the environment of
an emergency. The two main measurements were the processing time and the
identification accuracy. The proposed method was also evaluated against
three attack scenarios including (1) Stealing the original fingerprints during
the PHR user identification process, (2) Collecting the identity-related
information during the identification process to perform illegal access to the
PHRs and (3) The PHR identity exposure. The experimental results showed
that the proposed approach had a higher potential to be used for identifying
the PHR user during an emergency than the previous approach.
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Introduction

Under the Personal Health Records (PHR) concept, the
health-related information is maintained by the data owner
(Tang et al., 2006; Park and Yoon, 2020). The health-
related information can be stored on the system provided
by the third party, but the policy to enforce access to the
stored information must be defined by the data owner.
Many PHR systems and related techniques were
presented (Li et al., 2012; Huang et al., 2012; Wang et al.,
2012; Fan et al., 2015; Alanazi et al., 2023; Song et al.,
2015; Sieverink et al., 2019). Since the PHR owner has
full control over his/her PHR data, the critical challenge
in emergency situations is how the emergency staff can
access the victim's PHR information, even when the PHR
owner (i.e., the victim) is unable to give his/her consent
(Thummavet and Vasupongayya, 2013). The emergency
staff, who provides necessary first-aid treatments during
an emergency, can access the health-related information
immediately if the data owner, who is the victim, already
set the policy for emergency situations. In order to provide
the correct PHRs to the emergency staff, however, the
PHP system requires the victim's identity.
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The Secure Personal Health Record Framework
(SPHRF) (Thummavet and Vasupongayya, 2015)
assumed that the victim’s identity was already known by
the emergency staff. Figure 1, the Emergency Department
(ED) must first register with the PHR system in order to
verify the ED staff. An Emergency Server (EmS) handles
the request for an emergency. During an emergency, the
emergency staff performs an authentication to their
corresponding ED to request authorization to interact with
the victim's PHR system. When the emergency staff
connects to the victim PHR system, the EmS can verify
the emergency staff. Thus, only emergency staff that is
already authenticated by the associated ED can interact
with the EmS. Each PHR data must be assigned the access
control level. There are three access control levels in the
SPHRF. First, the secure level is accessed by the
emergency staff during an emergency situation. Second,
the restrict level is accessed by the emergency staff if and
only if enough numbers of delegators of the PHR owner
give their approvals. Third, the exclusive level could not
be accessed by the emergency staff.

© 2024 Pariwat Choosang, Sangsuree Vasupongayya and Kitsiri Chochiang. This open-access article is distributed under a

Creative Commons Attribution (CC-BY) 4.0 license.
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The access control requires an explicit and unique
victim identity for retrieving the PHR data. The
emergency staff needs to collect/search at least one
identification of the victim in order to request the correct
PHRs. Meanwhile, if the victim is unconscious or unable
to provide his/her identity information, the PHR cannot be
used. In the healthcare sector, biometrics was linked to the
patient medical profile (Marohn, 2006; Flores Zuniga et al.,
2010). The fingerprint is an obvious personal identity with
a high possibility of remaining with the victim during an
emergency. However, the security of the fingerprint must
be considered because the fingerprint-related data used for
the identification process can be reversed to reconstruct
the original fingerprint image (Cappelli et al., 2007).
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To be practical, the work in Choosang and
Vasupongayya (2015) protected the fingerprints by
proposing a fingerprint identification module using a
protected fingerprint template in Figure 2. In comparison
with the model in Figure 1, two new modules were created
including Identity Server (1dS) and Client Module (CM). The
1dS handles the management of the fingerprint identification
process on the server side, while the CM contains all
necessary transformation techniques on the client side. The
fingerprint template will be modified and concealed by the
CM. The emergency response unit personnel can interact
securely with the PHR system via the CM. This way, the
original fingerprint will not be transmitted over the Internet.
This study aims to propose a method to overcome the time-
consuming process of the previously proposed method.

Fingerprint Protection

The concept of Cancellable Biometrics (CB) (Patel et al.,
2015) is to use a transform function to generate an
irreversible form of the biometrics data. Roughly speaking,
the CB is similar to a hashing function because the CB and
the hashing function are based on the same concept that
uses the irreversible transforms function. However, the
important difference between the two is that the CB uses
the fingerprint minutiae to generate the irreversible form
while the traditional hashing function does not. Figure 3
shows the process of CB. During an identification
process, the irreversible form is used for matching without
the requirement of the fingerprint template. The CB can
identify a fingerprint in the transformed domain. The
fingerprint template is transformed by the client. Thus, the
actual template cannot be seen by any party except the
node that operates the transformation.

Tams and Rathgeb (2014) proposed a two-phase
fingerprint identification process. Two fingerprints of a
user are applied for the two phases. The first phase uses the
CB to filter the whole reference database to produce a list
of possible identities. The first fingerprint is used as an
input and the output is a candidate list. The second phase
uses the Biometric Cryptosystem (BCS) to select the final
identity from the candidate list. The second fingerprint and
the candidate list are used as input and the output is the final
identity. The combination of CB and BCS can reduce the
identification time under the traditional BCS system
because the set of identities for the BCS process is
optimized into a small set by the CB. Roughly speaking,
BCS is equivalent to the encryption technique in primitive
cryptography, where the secret is viewed as the data and the
fingerprint minutiae is the encryption key. The procedure
of the BCS is described in Fig. 4.

Materials

To evaluate the mechanism in this study, fingerprint
data sets are used. There are two sets of fingerprint data
in this study. The first fingerprint data set is the original
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data. The original fingerprint data sets used for
evaluations are obtained from three available data
sources including the Fingerprint Verification
Competition (FVC) (Maltoni et al., 2001; 2002; 2003;
Neurotechnology, 2024) and Institute of Automation,
Chinese Academy of Sciences (CASIA) (BIT, 2010).
The second data set is the modified fingerprint data set.

Original Fingerprint Data

The original fingerprints obtained from the FVC are
free and available on the official website for F\VC2000
(Maltoni et al., 2001), FVC2002 (Maltoni et al., 2002)
and FVC2004 (Maltoni et al., 2003). Each data set
contains 4 subsets including DB1, DB2, DB3 and DBA4.
Each subset contains 10 different fingerprints with 8
samples per fingerprint. The number of fingerprints
collected from the FVC is 120 fingerprints. There are
two fingerprint data sets available on the
(Neurotechnology, 2024) official website. In the first set,
the fingerprints are collected by the cross-match reader
and there are 51 fingerprints with 8 samples per
fingerprint. In the second set, the fingerprints are
collected by a digital persona reader and there are 65
fingerprints with 8 samples per fingerprint. The number
of fingerprints obtained from the Neurotechnology is
116 fingerprints. The CASIA provides a large and
available free fingerprint data set. The fingerprints can
be downloaded from its official website (BIT, 2010).
The CASIA researchers collected the fingerprints from
500 volunteers. Each volunteer provides 8 fingerprints
with 5 samples per fingerprint. The number of
fingerprints obtained from the CASIA is 4,000 fingers.
Therefore, the amount of fingerprint data that is obtained
from the three sources is 4,236 different fingerprints.

Modified Fingerprint Data

In order to support the emergency situation, the
fingerprint collecting conditions under the emergency
situation are discussed. During an emergency, the
fingerprint obtained from the fingerprint reader might be
sensitive to the variation according to the ambient
environment and human error. The emergency staff will
identify the victim in the ambulance while delivering the
victim to a medical facility such as a hospital. The
emergency staff would collect the fingerprint, instead of
the PHR user. As a result, the victim’s finger might not be
placed in a certain direction or tightly pressured on the
fingerprint reader. To make our experiment realistic, a
certain set of conditions derived from the emergency is
constructed in this study. The fingerprints used in our
experiment are modified by these conditions to ensure
that the measurement results correspond with the
emergency situation. For this reason, there are three
conditions that are derived from the emergency as
proposed by Mon et al. (2019).
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Fig. 5: The modified fingerprint images

The first condition represents the form of the
fingerprint data when it is distorted in its quality by the
contact surface of the reader or wet finger. To follow this
condition, the fingerprint image should be decreased its
brightness to blend the fingerprint descriptors. In this
study, the darkness varies from 0-70%. The second
condition represents the form of the fingerprint data
when it cannot be tightly impressed or dry finger. Thus,
the fingerprint detail can be blurred or almost invisible.
Thus, to follow the condition, the sharpness of the
fingerprint must be decreased. In this study, the
brightness varies from 0-35%. The third condition
represents the form of the fingerprint data when the
victim’s finger is rotated, in comparison with the
orthogonal of the fingerprint reader. In this study, the
rotation is done in two angles including 5 and 10°C and
in two directions clockwise and counterclockwise. The
fingerprint images are modified by three conditions into
six data types including B-70 for the brightness of -70,
B+35 for the brightness of +35, CW5 for the clockwise
rotation of 5°C, CW10 for the clockwise rotation of
10°C, CC5 for the counterclockwise of 5°C and CC10
for the counterclockwise of 10°C as shown in Fig. 5.

Methods

To evaluate the potential uses of the protected
fingerprint template in the SPHRF during an emergency, the
SPHRF is modified by adding the proposed double-CBs
fingerprint identification module. The proposed module is
also evaluated against the previously proposed module
(i.e., CB-BCS) in Choosang and Vasupongayya (2015).

Methodology

In this study, a cancelable biometric fingerprint
protection template mechanism is used on two
fingerprints in this study. Instead of constructing a single
candidate list as proposed in Tams and Rathgeb (2014),
two CBs are applied to generate two irreversible forms
and both generated forms are identified in order to obtain
two candidate lists. The lists are sorted and the correct
identity may be placed at the top of the lists. This way,
the speed of the identification process is increased
because two fingerprints are identified simultaneously.
Meanwhile, the use of two candidate lists can increase
the identification accuracy because the correct identity
can be placed on one of the two lists.
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Figure 6 shows the proposed two CBs (denoted
double-CBs). The CM contains two CBs for the
fingerprint transformation process and the 1dS must
identify two irreversible forms generated by the CB in
parallel. At the CM, two fingerprints are simultaneously
transformed into two irreversible forms. Both forms are
sent to the 1dS for the identification process. If the
identification process succeeds the victim PHR data will
be returned to the CM.

To make the evaluation process similar to the real
situation, the reference database contains all three
fingerprint data sets. However, the measurement will be
done on the two widely used data sets namely Neuro and
FVC. Since the portion of the measured data set is very
small while the portion of the CASIA data set is large.
This picture mimics the real-world situation when the
SPHREF is utilized in a real emergency situation.

Measurements

All original fingerprint images are evaluated on the
developed prototypes. The results show that 5
fingerprint images (4.2%) from the FVC data set and 11
fingerprint images (9.5%) from the Neuro data set
cannot be used with the prototypes. Therefore, these
fingerprint images are removed from the reference
database. Since the developed prototype requires two
fingerprint images in the identification process, the
remaining fingerprint images are randomly paired to
simulate the identification information of the PHR users.
As aresult, the FVC data set contains 57 pairs of fingerprint
images while the Neuro data set contains 52 pairs of
fingerprint images. The two sets of fingerprint images
will be used for evaluating the developed prototypes.
However, the reference database also contains the
CASIA data set to make the experiment realistic. The
total data on the reference database is 2,054 pairs of
fingerprint images including the two measured sets.
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The two main measurements in this study are the
processing time and the identification accuracy. The
period at the step that the emergency staff uses the
victim's fingers to impress on the fingerprint reader until
the step that the PHR can be successfully retrieved is
defined as the whole identification processing time. As
the standard operation time defined by the World Health
Organization (WHO) (Pons and Markovchick, 2002),
the operation time from when the call is placed to report
an emergency to when the victim arrives at the medical
facility should take no more than 8 min. If the emergency
department is assumed to be located at the medical
facility, the operation time for the emergency response
unit to reach the victim is approximately 4 min. Thus,
only 4 min remain before the victim reaches the medical
facility. However, the victim must receive first-aid
treatment before he/she arrives at the medical facility.
Thus, the identification process must finish before 4 min
retrieving the victim PHR necessary for the first-aid
treatment in the ambulance. The identification accuracy
is measured as the rank of the correct identification
returned by the identification process. The identification
process will return a set of identities in a short order. The
identity with the highest similarity score with the owner
of the fingerprint in question will be ranked at the top of
the list. The next identity on the list will have a similarity
score less than that of the identity listed above.

Results and Discussion

First, the evaluation results of the CB-BCS
identification processing time and accuracy are given.
Next, the results of the double-CBs identification
processing time and accuracy are presented. Last, a
comparison of the two approaches is given.

CB-BCS Method

Table 1 shows the identification accuracy
performance of the CB-BCS approach over all three
conditions of the fingerprint images of the Neuro data
set and the FVC data set. The identification accuracy is
the ratio of the correct identity over the total number of
identities to be measured. The result shows that the CB-
BCS approach performs well on the Neuro data set in
comparison with that of the F\VC data set. The identification
accuracy ranges from approximately 73-100%. The CB-
BCS approach has problems with the rotation of the
fingerprint images on both data sets, especially the FVC
data set. The identification processing time of the CB-
BCS approach is approximately 12.62 sec. Therefore, the
identification processing time of the CB-BCS approach is
still practical for the real emergency situation.
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Table 1: The identification accuracy performance of the CB-
BCS approach

Identification accuracy (%)

FVC data set
Data Rank1 Rank2 Rank3 Rank4 Rank5
B-70 82.46 82.46 82.46 82.46 82.46
B+35 87.72 87.72 87.72 87.72 87.72
CW5 73.68 77.19 77.19 77.19 77.19
CwW10 73.68 75.44 75.44 75.44 75.44
CC5 82.46 84.21 8421 8421 8421
CC10 80.70 80.70 80.70 80.70  80.70

Neuro data set
Data Rank1 Rank2 Rank3 Rank4 Rank5
B-70 100.00 100.00 100.00 100.00 100.00
B+35 98.08 98.08 98.08 98.08 98.08
CW5 90.38 90.38 90.38 90.38 90.38
CwW10 88.46 88.46 88.46 88.46 88.46
CC5 84.62 84.62 84.62 84.62 84.62
CC10 84.62 84.62 84.62 84.62 86.54
Table 2: The identification accuracy performance of the

double-CBs approach

Identification accuracy (%)

FVC data set
Data Rank1 Rank2 Rank3 Rank4 Rank5
B-70 89.47 89.47 89.47 89.47 89.47
B+35 92.98 92.98 9298 9298 92.98
CW5 96.49 96.49 96.49 96.49  96.49
CW10 91.23 91.23 91.23 91.23  92.98
CC5 96.49 96.49 96.49  96.49  96.49
CC10 98.25 98.25 98.25 9825  98.25

Neuro data set
Data Rank1 Rank2 Rank3 Rank4 Rankb
B-70 100.00 100.00 100.00 100.00 100.00
B+35 100.00 100.00 100.00 100.00 100.00
CWS5 100.00 100.00 100.00 100.00 100.00
CW10 100.00 100.00 100.00 100.00 100.00
CC5 100.00 100.00 100.00 100.00 100.00
CC10 100.00 100.00 100.00 100.00 100.00
Double-CBs Method

Table 2 shows the identification accuracy

performance of the double-CBs approach over all three
conditions of the fingerprint images of the Neuro data
set and the FVC data set. The result shows that the
Double-CBs approach performs well on the Neuro data
set in comparison with that of the FVC data set. The
identification accuracy ranges from approximately 89-96%
for the FVC data set while the Double-CBs approach
gets 100% identification accuracy on the Neuro data set.
Unlike the CB-BCS approach, the Double-CBs approach
has problems with the wet fingerprints (B-70) with an
identification accuracy of 89.47% at rank 1 on the FVC
data set. For the rotation of fingerprint images, the
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double-CBs approach provides an identification
accuracy of 91-98% at rank 1 on the FVC data set. The
identification processing time of the double-CBs
approach is approximately 2.61 sec. Therefore, the
processing time of the double-CBs approach is still
practical for the real emergency.

Processing Time Comparison

The processing time of the two identification
approaches is measured to investigate the use of both
approaches under a real emergency situation. The
overall identification times shown in this section are
measured under the local network infrastructure. Figure 7
shows the identification processing time of both
approaches on various ranks. The characteristic of CB-
BCS identification time is growing up linearly to the
numbers of candidates generated by the CB, while the
double-CBs identification time is constant. A key factor
to describe the significant difference is that the CB-BCS
approach is based on the BCS. The BCS needs the
fingerprint data as input for the identification process so
it must be performed at the client side (CM).

Identification Accuracy Comparison

The identification accuracy of the double-CBs
approach is higher than that of the CB-BCS approach on
all conditions and all data sets. The CB-BCS approach
provides a higher accuracy on the dry and wet fingerprints
in comparison with that on the disoriented fingerprints.
That means the victim’s fingerprint that is rotated during
the emergency staff collection time will affect the
identification accuracy of the CB-BCS approach
significantly. Unlike the CB-BCS approach, the double-
CBS approach has an issue with the wet fingerprint image
on the FVC data set. For the performance on the
remaining conditions on the FVVC data set, the double-CBs
approach achieves the identification accuracy of 91-98%
at rank 1 and the double-CBs approach performs well on
the Neuro data set on all conditions.

««ie++ CB-BCS

—+— Double-CBs

Time ( seconds)

50

Fig. 7: The identification processing time of both approaches on

various ranks
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Security Concerns

The proposed method is evaluated against three attack
scenarios including stealing the original fingerprints
during the PHR user identification process, collecting the
identity-related information during the identification
process to perform illegal access to the PHRs and the PHR
identity exposure.

The first attack scenario is related to the fingerprint
stolen attack. There are two actions for an adversary to
steal the original fingerprints. The first action is to grab
the original fingerprints from the inner storage of the
client machine. The emergency staff may be the adversary
in this case and the staff may be authorized to access the
inner storage when he/she is authorized to use CM. Under
the double-CBs approach, the original fingerprints F1 and
F2 are collected from a reader and instantly transformed
into the irreversible form CB1 and CB2 by the CM
without any caching of both F1 and F2. The adversary
would get nothing from the client machine's inner storage.
Meanwhile, the second action for getting the original
fingerprint is to collect multiple irreversible forms to
recover the original fingerprint. As the well-known attack,
namely attack via record multiplicity (Patel et al., 2015),
the original fingerprint can be approximately
reconstructed if the adversary knows the system
parameter and collects multiple irreversible forms that are
generated from a single fingerprint. As CB1 and CB2 are
generated from different fingerprints, both irreversible
forms are not colluded for performing the attack via
record multiplicity. For these reasons, fingerprint-stolen
attacks can be prevented.

In the second attack scenario, the identity-related
information during the PHR user identification process
may be collected to perform illegal access to the PHR
later. An adversary can be the dishonest/fake staff so that
two irreversible forms CB1 and CB2 can be collected by
the adversary. The Double-CBs approach applies the
access token issued from the ED to request the
identification process from the EmS. The valid time of the
token can enforce a period using CB1 and CB2.
Moreover, the transaction logs in the auditing server
record all activities. This way, illegal access to the PHRs
is prevented.

In the third attack scenario, the CB-BCS approach
suffers from identity exposure when an adversary collects
the candidate list and then uses the CM to leverage the
PHR user identifier. If the adversary is the emergency
staff, the adversary can collect the candidate list. The
adversary inputs the candidate list to the BCS module
inside the CM twice. Then, the adversary obtains two
identity lists. According to the BCS module, the correct
identity is still the same when decoding the second time,
while the incorrect identities are different. As a result, the
adversary can see the same identity between both lists.
This way, the PHR user identity is exposed. In contrast,
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the Double-CBs approach can manage the identity
exposure issue. The CM generates two irreversible forms,
sends both data to be identified by the 1dS and obtains the
victim PHRs. No identity-related information is returned
from the 1dS during the identification process.

Conclusion

According to the experimental results, it can be
concluded that the proposed double-CBs approach has a
higher potential to be used for identifying the PHR user
during an emergency than the previously proposed CB-
BCS approach. The identification processing time of the
double-CBs approach takes approximately 5 times less
than that of the CB-BCS approach, while the
identification accuracy of the double-CBs approach on
the Neuro data set is 100% on all conditions. For the
FVC data set, both the CB-BCS approach and double-
CBs approach cannot achieve 100% accuracy, but the
Double-CBs approach achieves 89-98% accuracy while
the CB-BCS approach achieves only 73-87% accuracy.
The CB-BCS approach has issues in identifying the
rotated fingerprint images while the double-CBs approach
has issues in identifying the wet fingerprint images.
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